Sending Secure Mail

1.) Generate a normal message in GroupWise. You have two options, either
manually put Secure: in the subject or click the Send Secure button instead of

the regular Send button.
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The Send Secure button, simply puts the proper Secure: phrase into the subject

for you.

From within GroupWise Webaccess, there is a similar feature. It will look like this:
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However, unlike the desktop client, this button will ONLY add the proper word to the
subject. You'll still need to hit the Send button to process your message. But it
should add the proper word to your subject, like this:
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2.) When the message is sent, the Recipient should get en email from you stating
the they have received a secure message

Secure: Testing IronPort
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From: Daniel Bray =Daniel.Bray@health-first.org=
To:[ testuser@email.com
Subject: Secure: Testing IrenPort
Date: Wed, 22 Aug 2007 16:14:57 -0400

> 1 attachment E]nge

You have received a secure message
You have received a secure email message that is encrypted using PostX technology.
To open the message. open the attachment securedoc.html.
First time users: If this is the first secure email message you have received, you will be prompted to

register to create an account and establish your password. Your password will be used to open this
email and all other secure email sent from the same company.

Mobile device users: Forward this rr to mobile@pxmail.com. You will receive an email containing
a link to a page where you can enter your password and view the secure message,

Questions? If you have guestions about this email or the registration process. contact the sender.

» ~ |HTML document attachment (securedoc.html)




3.) The attachment is the actual encrypted message. When the user tries to open
the attachment (which should use the web browser), they will be presented with a
registration page. This is a one time registration process.
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August 22, 2007
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Authentication: Gateway
Sensitivity: Medium

From: Daniel Bray <Daniel Bray@health-first.org>

Te: | testuser@email.com |
Subject: Secure: Testing IronPort

To open this message, first click the button to gReglsterE
register, After registering, come back to continue ST
opening the message.

Copyright @ 2000-2007 PostX Corparation, Al rights reserved. FHMAIL

4.) When the Recipient clicks on the Register button, the process begins. If the
user has already registered they will simply login. The registration page will look
like this

PxMail Secure Messaging New User Registration - Mozilla Firefox
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New User Registration

Email address | testuser@email.com |

First Name™* IDanleI

Last Name* IBray

Your password must be at least 6 characters long. The
password is case sensitive (upper-case letters are not
the same as lower-case letters.)

Password*

I)m*
Confirm P

Password*

Forgot Password
Question

Forgot Password I’pﬂm
Answer*

Iwhat is your mother's maiden name? |

Confirm
Password
Answer*

“our passphrase is used to safeguard the privacy and

IMy personal passphrasel security of your personal information.

Passphrase

= Remember me on this computer

Register

* = Required

Terms of Service Privacy Polic:
Copyright & 2001-2007 Post® Corperation, Inc, All rights reserved,

Done pxmail.com =




5.) Once the registration form is completed and submitted, the Recipient will be
prompted to return to their email and look for the Activation Email
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Mew User Registration

Thanks! You've created a PostX Secure Email
account. To complete your registration, please
activate your account.

How to Activate Your Account

Check Your Email

You will soon receive an email message at:

testuser@email.com |Follow the instructions in the
email to activate your account.

To exit this page, close your browser window,

Terms of Service Privacy Polic
2001-2007 PostX Corporation, Inc. All rights reserved.

Copyright

Done pxmail.com (&

6.) The Activation Email contains a confirmation URL labeled:
Click here to confirm this email address The Recipient must click this URL.

ate the new secure emal

Please act account, e
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From: Bxhsil ad ratnr@nxmail.com
To:| testuser@email.com

Subject: Please activate the new secure email account | testuser@email.com

Date: Fri, 24 Aug 2007 04:06:20 -0700 (PDT) (07:06 EDT)

Activation
Dear Daniel Bray.

Thank you for registering with PxMail. To complete your registration. you must confirm your intent to register by either
clicking on the following link or entering the confirmation number at our web site

CONFIRM ACCOUNT
Please confirm your acceptance of the Terms of Service and confirm your intent to register by either clicking on the

following link or entering the confirmation number at our web site.

Click here to confirm this email address,

You can also confirm this email address by going te <https:fpxmail.comwebsafe/activate> and entering this
confirmation number: b79279ee891a8d977f00000115d6c8e3

CAMNCEL ACCOUNT
If you wish to decline the Terms of Service or cancel the registration for some other reasen, either click the following

link or enter the cancellation number at our web site.

Click here to cancel this account.

You can also cancel this account by going to <httpsfpxmail.comwebsafe/cancelActivation> and entering this
cancellation number: b78279ee851a8dS77f00000115d6cBe3

IMPORTANT
To help keep your personal information safe, Postx recornmends that you never give your PxMail password to anyone.
including Postx employees.

FREQUENTLY ASKED QUESTIONS

You can learn more about PostX Registered Envelopes from our Frequently Asked Questions page at
http:ffwww postx.comftechsupportfenvelope/help. The Terms of Service document is located at
httpyfwww pxmail.comytos and the Privacy Policy is at http:jwww.pxmail.com/privacy.

You can contact PxMail technical support at PxMailSupport@pxmail.com

Welcome to PxMail!
Postmaster, PxMail.com
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7.) Once clicked the account is created and activated

PxMail Secure Messaging New User Registration - Mozilla Firefox
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Email address confirmed.

You have activated the account foi testuser@email.com | Registration for this email address is now complete.

To exit this page, close your browser window.

Terms of Service Privacy Policy
Copyright @ 2001-2007 PostX Corporation, Inc. All rights reserved.

8.) When the Recipient returns to the original Secured Email, the attachment will
now prompt for a password. Once the registration process is completed, the
Recipient will not have to do it again, but should always see this login form when
reading Health First secure mail

PostX Secure Envelope:Secure: Testing IronPort - Mozilla Firefox
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Athertication: Gateway
Sensitivity: Medium

Daniel Bray
<Daniel .Bray@health-first.org>

To: testuser@email.com

Subject: Secure: Testing IronPort

[Passphrase not enabled on this

Two-way passphrase: machine, More information.]

Password:

Forgot Password

[~ Remember me on this computer,

Open

Open Online
Help Select a different address

Copyright ® 2000-2007 PostX Corporation. All rights reserved. FP¥MAIL




9.) Upon successful authentication, the Recipient will be able to view the encrypted
message

PostX Secure Messag
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Secured Message

Reply

From: Daniel Bray <Daniel.Bray@health-first.org=
Tz testuser@email.com
Date: W Aug ©:14:57 -0400

Subject: Secure: Testing IronPart

Secure: Testing IrcnPort

Daniesl Bray
GroupWise Administrater -

Network Enginesr
Information Technology -

Health First, inc.
W: 221.4324.5568 - M: 2Z1.626.6822

Thi=z message i=s for the named perscn's use only. It may
contain confidential, proprietary, or legally privileged
informaticon. HNo confidentiality or privilege is waived or
lost by any mistranamission. If you receive this message

in error, please immediately delete it and all copies of it
from your system, destroy any hard copies of it, and notify
the sender. You must not, directly or indirectly, use,
discloss, distribute, print, or copy any part of this messags
if wyou are not the intended recipient. Health First reserves
the right to meoniter all e-mail communications through its
networks. Any views or opinions expressed in this message
are sclely those of the individual sender., except (1) where
the message states such views or opinicons are on behalf of
a particular entity: and (2) the sender i=s authorized by
the entity to give such wviews or opiniona.

reply |

Copyright ©@ Z001-2Z006 PostX Corporation. All rights reserved. Forget me on this computer

10.) From within this secure message, the Recipient also has the
securely back to you the sender
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Eile Edit Wiew Go Bookmarks Tools Help

<:ZI - I::> = :ﬁ‘_:_;‘] O @ [ https:/fpxmail.comjwebsafe/securereply

ability to Reply

&l ®co

Heal, [ clcome. Helo |
irst

Reply to Sender

=[=] send | * Reset | 3 cancel

From: | testuser@email.com
To: Daniel Bray@health-first.org
cc: [

BCC: |

Subject: IRE: Secure: Testing lronPort

Attachments {none)

Message:

T got your teat.|

............ Criginal Message:

-first.org

DATE :

Wed, 22 Aug

|~ Automatically BCC me on this email.

Send me a read receipt when a recipient has Selecting this option does not guarantee that @ read receipt will be Sent; the recipients
- d thi i email application may block read-recsipt requests. Receiving a read recsipt for this email
opene 15 email. daes not guarantes that the recipient has read the email, enly that the email was apened

—[=] send | O Reset | ¥ cCancel

About Terms of ServicePrivacy Polic

Done

pxmail.com




11.) When the Recipient opens your secure message, you will get a notification
sent back of when it was opened
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four message:

To:

From: daniel.bray@heslth-first.org

Subject:  Secure: Testing IronPork

Senk: Wed, 22 Aug 2007 13:15:42 PM, PDT

Message ID: 9a5418b4751a378FFF000001 1 def40cf@bfiranport 2, health-first . org

was displaved on Fri, 24 Aug 2007 04:11:19 AM, PDT.

Message Park, 001

12.) If the Recipient replies to your message, you will get the same style secured
message that was original sent out, and the similar process documented above will
happen for you the original sender

(if you have already registered, same rules apply)
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To: Daniel Bray

= Mail From:

Subject: RE: Secure: Testing IronPort

You have received a secure message

rou have received a secure ernail message that is encrypted using Postx
technology.

To open the message, open the attachrment PxMaildoc.html.

First time users: If this is the first secure email message you have received, yvou
will be prompted to register to create an account and establish your password, vour
passwaord will be used to open this email and all other secure email sent from the
same company.

Mobile device users: Forward this message to mobile@pxmail.com. You will receive
an erail containing a link to a page where you can enter your password and view
the secure message.

Questions? If vou have guestions about this email or the reqgistration process,
contact the sender,
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Message PxMaildoc. html




